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Pre-Silicon 

Formal Verification
Background: Traditional pre-silicon 
verification uses simulation that requires 
many test cases which is time consuming 
to generate and not exhaustive

Post-Silicon

Assertion Checker
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Pre-Silicon Formal Verification and 
Post-Silicon Assertion Checker on 
RISC-V Processor
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Jasper Background: Malicious modification 
can happen after Register Transfer level, 

e.g. gate level netlist and layout level

Objective: Re-use assertion properties 
from pre-silicon to be fabricated along 
with design for post-silicon verification

Motivation: High security demands of upcoming applications, several famous
bugs and security-vulnerabilities in processors have been found in the past years,
openness of RISC-V Instruction Set Architecture

• RISC-V Unprivileged specification
• RISC-V Privileged specification
• RISC-V Debug specification
• NS31A Technical Ref. Manual

ImplementationSpecification Manufacturing

Identify security-
critical properties

Model properties

Formal Verification

No

Verilog

Checker 
Triggered?

Raise exception, 
software recovery

Yes

Automatic
Extraction and 
Generation Tool

Selection

Assertion Checker

Optimization

Conversion into
synthesizable

Result: 

• Identified 1146 properties and grouped them under 9 categories

• Achieved full-proof for passing properties

• Runtime: Control Flow < 24h, others < 4000s

Trojan Assets and Attack 
Vectors in Processors

Instruction
Execution

Check instruction flow
through pipeline

Exception and 
Interrupt

Proper handling
required

Control Flow

Correct setting of
program counter

Control Status 
Register (CSR)

Comply with CSR 
access rules

Mode Transition

Mode transition rules
need to be met

Register Update

Correct target register 
is updated

Debug Operation

Comply with Debug 
CSR access rules

Physical Memory 
Protection

Access control rules 
for memory regions 

need to be met

Memory Access

Value and address of 
memory transfers as 

intended
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MBAC

Design bug/ 
HT?

Generate large amount 
of connection properties 
for better Hardware 
Trojan (HT) formal 
verification coverage

Analyze possible hooking targets of HTs, sketch 
new HTs and map existing HTs to them -> use to 
develop set of properties for reliable HT detection
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